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ABSTRACT

The security of the firmware is more important because embedded devices have become popular. Network devices such
as routers can be attacked by attackers through web application vulnerabilities in embedded firmware. Therefore, they must
be found and removed quickly. The Firmadyne framework proposes a dynamic analysis method to find vulnerabilities after
emulating firmware. However, it only performs vulnerability checks according to the analysis methods defined in the tool,
thus limiting the scope of vulnerabilities that can be found. In this paper, fuzzing is performed in emulation-based
environment through fuzzing, one of the software security test techniques. We also propose a Fabfuzz tool for efficient
emulation based fuzzing. Experiments have shown that in addition to the vulnerabilities identified in existing tools, other
types of vulnerabilities have been found.
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Table 1. CVE(Common Vulnerabilities and Exposures) List

CVE No.

Description

CVE-2016-1555(11)

There is a web page capable of sending POST without authentication. This
allows command injection into the system.

CVE-2016-1556(12) | . .
information

An unauthenticated webpage

exists that discloses wireless WPS PIN

CVE-2016-1557(13)
CVE-2016-1559(14)

Administrator ID and password information is included in the Management
Information Base (MIB) dumped through SMNP.

CVE-2016-1558(15)

‘Dlink_uid’ cookie has a buffer overflow vulnerability
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Fig. 1. Diagram of Fabfuzz showing the emulation based fuzzing
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[2019-05-03 15:01:30,732313] Process state(boofuzz)
[2019-05-03 15:01:31,741925] Process state(boofuzz)
[2019-08-03 15:01:32,768528] Process state(emulator)
[2019-05-03 15:01:33,752899] Process state(httpd)
[2019-05-03 15:01:34,754361] Process state(boofuzz)
[2019-05-03 15:01:35,795443] Process state(boofuzz)
[2019-08-03 16:01:36.807132] Process state(emulatar)
[2019-08-03 15:01:36.809280] Detected a crash

* Test Case 9205 of 13789

Dhlive

Dhlive

Dhlive

* Test Case 9227 of 13789

Dhlive

Dhlive

: _httpd/949: _potential lv_unexpected_fatal_signal_11.

Fig. 2. Monitoring and Crash detection in Fabfuzz
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Manufacturer Model Ver. Device Program Tigllenilo ACF;Esh Timiat)ofuéiash
TPLink WRS840N V4 Router httpd »24h »24h
DLink DIR-825 2.02 Router httpd 22h3min 2h10min
DLink DAP-2695 1.11.RC04 Router httpd 2h32min 2h18min
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Table 2.2 TPLink AZA} B4l 79 L5

Table 3. Target Firmware and Fabfuzz execution result

Manufac . Firmadyne Fabfuzz

turer Device Ver. CVE No. No. of No. of Crash
Test case Crash type

DLink DAP-1353 3.15 CVE-2016-1559 33.293 0
DAP-2230 1.02 CVE-2016-1558 64,633 1,103 BOF
DAP-2330 1.06 CVE-2016-1558 71,616 1,078 BOF
DAP-2660 1.11 CVE-2016-1558 64,633 911 BOF
DAP-2695 1.16 CVE-2016-1558 64,633 772 BOF
DAP-3320 1.00 CVE-2016-1558 64,633 824 BOF
DAP-3662 1.01 CVE-2016-1558 69,229 652 BOF

Netgear | WN604 2.1 CVE-2016-1555,1556 40,838 0

WN604 2.3.1 CVE-2016-1555,1556 24,608 0

WN604 2.3.2 CVE-2016-1555,1556 37,962 0

WN604 3.0.0 CVE-2016-1555,1556 40,838 0

WN604 3.0.2 CVE-2016-1555,1556 40,838 0

WNAP210 2.1.1 CVE-2016-1555,1556 59,125 0

WNAP210 2.1.4 CVE-2016-1555,1556 40,838 0
WNAP320 2.0 CVE-2016-1555,1557 44,961 2 OOM
WNAP320 2.0.3 CVE-2016-1555,1557 44,901 1 OOM
WND930 2.0.0 CVE-2016-1556 48,782 2 OOM
WNDAP350 2.0.27 CVE-2016-1555 44,901 1 OOM

WNDAP350 2.0.9 CVE-2016-1555 23,170 0
WNDAP350 2.1.2 CVE-2016-1555,1556 44,901 4 OOM
WNDAP350 2.1.6 CVE-2016-1555,1556 40,838 1 OOM

WNDAP350 2.1.7 CVE-2016-1555,1556 24,608 0
WNDAP360 2.0.4 CVE-2016-1555,1557 40,838 1 OOM

WNDAP360 2.0.7 CVE-2016-1555,1557 40,838 0
WNDAP360 2.1.1 CVE-2016-1555,1556 40,838 1 OOM
WNDAP360 2.1.5 CVE-2016-1555,1556 40,838 4 OOM
WNDAP360 2.1.6 CVE-2016-1555,1556 40,838 6 OOM
WNDAP360 2.1.7 CVE-2016-1555,1556 44,901 2 OOM

BOF : Buffer over flow
OOM : Out of memory
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